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Cyber-Physical System
The advancement in technology has impacted many sectors of the economy. The cyber-physical system is a manifestation of rapid technological developments in contemporary society. The cyber-physical system can be defined as a computerized mechanism that utilizes computer-based algorithms to execute several functions (Lee, Azamfar, & Singh, 2019). This system entails an integrated networking, computing, and physical processes that operate as a whole. Some of the common elements of a cyber-physical system include embedded systems, sensor networks, cybernetics, systems engineering, and control theory. It is crucial to note that the cyber-physical system involves a seamless combination of hardware and software with the aim of undertaking a well-defined role. Various aspects of the cyber-physical system are designed to affect each other. For instance, physical processes should always impact computations and vice versa. Some of the crucial attributes of cyber-physical systems include control, computing, and communication. In automobiles such as electric cars, computers play a vital role, such as controlling engine, stability, and braking, thus supporting the driver (Lee et al., 2019).  Some of the common examples of cyber-physical systems are smart grid, robotic systems, autonomous automobile systems, industrial control systems, medical monitoring, and autopilot systems, among others. Even though cyber-physical systems aids in improving the quality of life, these systems encounter several cyber threats that are perpetrated by cyber attackers. Cyber-attacks have greatly increased in the modern world. People are expected to secure sensitive information that travels on an open network. This paper will critically examine various cyber threats on the cyber-physical system and possible solutions to this crisis.
Cyber threats on a cyber-physical system
One of the cyber threats to cyber-physical systems is a network attack. It is crucial to note that data that is not properly secured or controlled are at high risk of exposure to attacks. Cyber-attackers can easily access these data and manipulate them based on their intentions. Network attacks can either be passive or active attacks. Active attacks of a cyber-physical system is a situation in which cyber-attackers finds it possible to alter data on these systems. Passive attacks involve a state where attackers engage in monitoring of data rather than altering the entire information (Singh & Jain, 2018). Cyber-physical systems that lack sophisticated security plans are vulnerable to either of these forms of attacks that risk the available networks and data. Some of these network attacks include data modification, password-based attacks, application-layer attacks, identity spoofing, eavesdropping, destructive attacks, compromised key attacks, denial of service, access attacks, and attacks on privacy, among others (Singh & Jain, 2018). A good example of network attacks is on autonomous cars. The autonomous cars integrate cyber-physical systems that are vulnerable to the above cyber-attacks. Based on eavesdropping, the attackers can easily acquire confidential and sensitive information from these autonomous cars even though they are not authorized. Eavesdropper is likely to hear information from the relays after corrupting the system. Therefore, the attackers can use such information for their own benefits. Autonomous cars are also prone to identity spoofing or identity revealing. It means that attackers are capable of revealing the identity of the owners of these vehicles, thus using such information to execute further illegal benefits.
Another cyber threat to the cyber-physical system is Cryptographic attacks. Through this threat, the attackers try to identify a weakness in components of the cyber-physical system like algorithms, cipher, or even cryptographic protocol, and then manipulate the whole system in order to avoid security procedures (Singh & Jain, 2018).  Some of the examples of cryptographic attacks include chosen plaintext and brute force.
Moreover, malicious software is another cyber threat to the cyber-physical system. The attackers can use this malware to steal data and compromise the functionality of the entire cyber-physical system. Also, malware enables the attackers to bypass authentication or access control in these systems. Malware software normally harms the host computer. The most common malware software includes bots, spyware, dialer, bluejacking, viruses, mouse trapping, phishing, adware, and ransomware, among other malicious codes (Singh & Jain, 2018).
Solutions to cyber threats on a cyber-physical system
One of the solutions to the cyber-physical system is the integration of public-key algorithms. Public key algorithms are deemed as proper security measures because they comprise of complex mathematical concepts that require deeper computation. These algorithms consist of hard, theoretical problems and larger numbers that depend on respective security levels. The fact that these algorithms have larger numbers and hard, theoretical problems implies that attackers are likely to experience difficulties in accessing the system. These algorithms also ensure that the systems uphold mutual authentication, thus protecting transmitted messages between the network nodes (Singh & Jain, 2018). Therefore, these forms of algorithms should be incorporated in the cyber-physical systems because they enhance proper encryption of data as well as an integrity check.
Another approach is generating key on the physical layer of the cyber-physical system. Some of the attackers attempt to obtain the private key from the available security devices. In order to perpetrate this attack, the cyber-attacker observes aspects such as power consumption, timing behaviour, and electromagnetic radiation then uses signal processing strategies to extort the secret key (Atat et al., 2017). Such malicious procedure can be curbed through generating a dynamic key, which in turn prevents any distribution procedures of the key.


Conclusion
The cyber-physical system is a crucial innovation whose impacts are felt in various sectors of the economy. For instance, in the transport sector, airplanes and autonomous cars are fitted with a cyber-physical system to enhance physical performance. The increase in the number of cyber-attackers has elevated the vulnerability of cyber-physical systems, thus calling for further security measures to protect these systems. Therefore, there is a dire need to improve the safety of cyber-security systems by integrating evidence-based strategies that guarantee the safety of data.
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